ABSTRACT Modern power systems face different challenges such as the ever-increasing electrical energy demand, the massive growth of renewable energy with distributed generations, the large-scale Internet of Things (IoT) devices adaptation, the emerging cyber-physical security threats, and the main goal of maintaining the system's stability and reliability. These challenges pose extreme pressure on finding advanced technologies and sustainable solutions for secure and reliable operations of the power system. The blockchain is one of the recent technologies that have gained lots of attention in different applications including smart grid for its uniqueness and decentralized nature. In the last few years, this technology grew a momentum specifically with the cryptocurrencies' industry such as the Bitcoin and Etherium. The Blockchain's applications in the smart grids could offer many innovative and affordable solutions to some of the challenges that the future and the current smart grids will be facing. This paper reviews different prospects, advantages, approaches, and technical challenges of utilizing the blockchain technology in the smart grid, and presents frameworks for key smart grid blockchain-based applications; more specifically, it is shown that how the blockchain can be used as the smart grid's cyber-physical layer.
I. INTRODUCTION
Today, energy demand is ever growing, and the need for electricity as an energy source is growing even faster [1] . Due to societal and technical developments, it will be inevitable that power generation from renewable energy sources will play a more vital role to fulfill the energy demand. Of all renewable energy sources, solar and wind energy will contribute to a large share in current and future generations. Compared to traditional power generation schemes, these distributed energy sources have specific characteristics which present new challenges to the current distribution system [2] . The main challenge is the appearance of the new type of grid user called the prosumer, who produces and consumes electrical energy in a local area [3] . The additional challenge is the intermittent nature of renewable energy sources such as solar and wind energy. The principal task of the electricity grid is to
The associate editor coordinating the review of this manuscript and approving it for publication was Mouloud Denai. transmit energy in a stable manner [4] . Smart grids propose a solution to the integration of these distributed energy sources to maintain the security of supply of the electricity grid. The focus of smart grids is to facilitate local production and consumption by prosumers and consumers [3] . By stimulating local energy production and consumption, the transmission losses are reduced. Prosumers and consumers should be able to trade electricity with each other in a peer to peer fashion. To manage these transactions between consumers and prosumers participating within the smart grid in a centralized manner would likely to be very costly and would require complex communication infrastructure [5] . As a result, it would be clear that a decentralized method would be preferred [6] . Applications based on blockchain could offer solutions to problems of different levels of complexity within the smart grid.
Unlike many similar technologies, blockchain took a breakneck pace in the development and the utilization in many sectors of today's industry. A brief timeline of the A. S. Musleh et al.: Blockchain Applications in Smart Grid FIGURE 1. Blockchain development and utilization timeline with power system concertation.
emergence and utilization of blockchain technology is illustrated in Figure 1 . Many researchers believe that Blockchain is a result of the introduction of the distributed computing concept that was introduced in the 1990s. Based on the concept, Satoshi Nakamoto introduced the concept in the blockchain technology for the first time in 2009 with his white paper ''Bitcoin: A Peer-to-Peer Electronic Cash System'' [7] . This white paper is considered as the mathematical foundation of the well-known Bitcoin cryptocurrency. Even though this paper laid out the basis for the Blockchain technology, the author's identity is unknown, and it was never actually submitted to any peer-reviewed journal. After the adoption of blockchain in cryptocurrency such as Bitcoin in 2011, the real applications of blockchain started with the introduction of smart contracts and the smart applications in 2013 [8] . Smart blockchain based contracts created a significant impact on the various industrial sectors such as markets, health, and the internet of things (IoT). Following this vast expansion of blockchain applications, the energy sector started the blockchain utilization with energy trading applications in 2015, electric vehicle applications in 2016, grid security applications in 2017, and even with the microgrid operation and control applications in 2018.
As a primary application in the smart grid, the application of Blockchain could offer a solution to establish a trading infrastructure within the smart grid [9] . Ideally, the application of the Blockchain would enable parties, in this case, consumers and prosumers within the smart grid, to trade electricity with each other in a peer to peer fashion without the intervention of a third party to ensure trust. The application of a blockchain based trading infrastructure within the smart grid promises a range of benefits [10] , [11] . For example, one could think of advantages such as the establishment of a real-time market, less transaction cost due to a simplified trading structure and more privacy for users within the smart grid [12] . Besides utilizing the blockchain for realizing a trading infrastructure, more sophisticated and complex applications could be established by adding computational functionality. As a result, a decentralized computing platform can be created which could be used to offer a variety of solutions within smart grids [13] . For example, control within the smart grid could be enforced by variable pricing. Blockchain's potentials in the smart grids have just begun to be appreciated as noted via the growing number of studies and research projects. In 2016, the German Energy Agency published a survey on the views of energy decision-makers around the globe. The survey indicated that nearly 20% of the decision-makers believe that the blockchain technology will be a primary technology in the smart grids [14] . Future predictions of the blockchain technology's applications in the smart grids are briefly discussed in [15] - [18] .
The main contribution of this paper is to explore, identify, summarize the applications including advantages and the technical challenges and framework development of the blockchain technology in smart grids. Our paper aims to narrow the gap of the different applications of the blockchain technology in the smart grids through the following points:
We first provide a detailed and brief introduction of the blockchain technology starting with the main concepts and terminologies of the technology and ending with the main applications in outside the smart grids area. We also discuss some recent real-life applications. We then have an in-depth review and analysis of the blockchain's applications in smart grids in the various areas. Also, we detail the different validation approaches carried out by the different applications. We also provide some recent industrial applications of blockchain technology in the smart grids and proposed roadmap for future developments. The rest of the paper is structured as the following: Section 2 introduces the blockchain technology from a wide perspective with some recent real-life applications, section 3 discusses the different applications of blockchain in smart, section 4 introduces new frameworks of blockchain in smart grid applications, a summary of the recent research testbeds and industrial utilization of blockchain in smart grid is presented in section 5, and the concluding remarks are illustrated in section 6. 
II. BLOCKCHAIN TECHNOLOGY
The simplest definition of the blockchain is a chain that is constructed from many blocks that contain information [7] . The primary attribute of this technology is that it keeps track of all the variations in the blocks that it creates so that no block could be removed or modified. This results in making the blockchain technology a very secure method for transferring properties, money, and contracts without the need for a third-party intermediary agent like governments or banks [19] . In other words, the data that is contained in the blockchain cannot be changed once recorded. In terms of categorizing, the blockchain is basically a software protocol that cannot operate without the Internet. Blockchain based systems are composed of many pieces such as software applications, a database, and many connected computers known as lodgers. Even though the blockchain could be built via different programming language, Solidity, which is a high-level object-oriented programming language, is the primary programming language for many blockchain developers nowadays [20] .
A. CONCEPTS, TERMINOLOGY, AND TYPES
As explained earlier, blockchain is a chain consisting of blocks containing information. Figure 2 illustrates a simple general structure of the blockchain.
In every blockchain, the first block is known as the Genesis block which is the foundation of the chain. Every newly created block is then connected with the preceding blocks in the chain; thus, every block is connected eventually to the genesis block. Aside from the information contained in each block, a hash is also present. The hash could be seen as a fingerprint that uniquely identifies each block and its contents as shown in Figure 2 . Thus, any change in the block's content will result in a change in the associated hash [21] . Hashes provide a vital role in the blockchain operation as it acts as a main guarantee for blockchain security. Every block of the chain includes its own hash and the precious's one as illustrated in Figure 2 . This technique makes the blockchain technology one of the most secure options in the industry nowadays [22] . In the case where a block is attacked by changing its information, the hash of the block itself will change; however, the hash in the next block will not. This results in indicating all the following blocks as an invalid block. Therefore, a change in the single block in the blockchain results in invalidating all the following blocks in the chain [22] .
Blockchain operates via a generalized process that is illustrated in Figure 3 . The process starts with a transaction request that could be initiated by any user. Then the transaction is broadcasted to all the users in the network. Following that, the verification process takes place where all of the nodes verify the transactions via the hashes. Once the verification is completed, the transaction is contained within a new block that is connected to the previous blockchain which makes it permeant and unchangeable [7] . The use of hashes provides an effective method in securing the blockchain. However, with the help of the super-fast computers, hackers could change the information in a single block and then recalculates all the hashes of the following blocks in the chain in a few minutes. To overcome this issue, several algorithms have been created to have what is known as the consensus [23] . The process of the consensus includes the verification of the transactions before that are added to the blockchains. This allows the blockchain to grow without the fear of the manipulating of the blocks or the information within them.
The consensus process takes place in predefined discrete time intervals. These intervals represent the times from the initiation of the transactions to the time of its addition to the blockchain. The confirmation time depends on the block size, transaction volumes, and the consensus algorithms utilized. Consensus algorithms with variable properties have been developed and utilized in the industry nowadays. The four well-known consensus algorithms are [24] :
Proof of Work (PoW): this consensus algorithm is the most well-known and widely used algorithm within the various blockchain applications. With PoW, miners decide on the addition of the new blocks. Bitcoin and Ethereum are the two most popular utilizers of PoW consensus algorithm [25] . Proof of Stake (PoS): in this consensus algorithm, no miners are present. Instead, the validation process is done via the validators based on their stake in the block creation. Thus, anyone who owns a good in the transaction could be a validator of the transactions. Unlike PoW, this algorithm plays a significant role in reducing the energy and time consumed in the consensus process. Nevertheless, PoS is still not sufficiently mature to be practiced in the industry like the PoW [25] . Proof of Authority (PoA): with this algorithm, only approved accounts and users can place new transactions in the blocks. Thus, this approach could be seen as a more centralized pattern, which provides a faster consensus process [25] . Practical Byzantine Fault Tolerance (PBFT): in this approach, a primary and a secondary replica are utilized in the consensus process. The secondary is continuously evaluating the primary decisions in the blockchains and make any necessary actions if the primary is compromised [25] .
Aside from the consensus algorithms, blockchains can differ from in their ''permission models,'' which is the types of permissions that are given to network users. Three main types of blockchains are noticed: public, private, Consortium:
Public: The public blockchain is open to all of the users. Anyone can join and add to the blockchain as he likes. Thus, he can create new blocks as he wants. Private: in this type, only a few users can verify and add to the blockchain. Nevertheless, everyone on the network can view the status of the blockchain. Consortium: in here, a single group of the can be allowed to view, verify or add to the blockchain. Thus, it is controlled by authorized nodes only.
B. DISTINCT FEATURE OF BLOCKCHAIN DISTRIBUTED ARCHITECTURE
Blockchain has several attributes that make it different from different similar technologies. These distinctions could be summarized in the following points [7] :
Decentralized: There is no need for central management to handle the transactions of the blockchain. Resilience: the decentralization of the blockchain makes it resilient to any possible attacks. Time reduction: The quick transactions handled by the blockchain without the need for an intermediary makes it one of the fastest technology available nowadays Reliability: This is assured through the detailed and unchangeable history recoded in the blockchain. Fraud prevention: This is guaranteed with the shared information and consensus process that is agreed within all the blockchain users. Security: With the distributed architecture, attacking the blockchain is not a possible scenario unless all Transparency: All the changes and the transactions are shared with all the blockchain users. The blockchain is usually compared to the shared database technologies where the information of the network is stored in a master data center that is accessible by the whole nodes of the network. The main differences of the different technologies could be summarized in Table 1 .
C. MAJOR BLOCKCHAIN APPLICATION IN INDUSTRIES (NON-POWER)
The technology of Blockchain is used broadly in the different sectors such as Markets, Internet of Things (IoT), health and science. Most of these applications are still considered immature enough to be adopted by the industry except for the cryptocurrencies industry. Several Blockchain applications are summarized in Table 2 .
D. REAL-LIFE BLOCKCHAIN UTILIZATION CASES 1) BITCOIN CRYPTOCURRENCY
In 2008, Satoshi Nakamoto launched the Bitcoin which is a sort of cryptocurrencies that is not governed by any government or bank. All the transactions made within the bitcoin industry are made publicly where anyone can view, verify, and participate in it. It is now considered to be the most popular cryptocurrency in the world. This cryptocurrency is made possible via the blockchain technology. Other similar cryptocurrencies include Ethereum, Ripple, and Litecoin [40] . 
2) DUBAI: THE BLOCKCHAIN STRATEGY
In 2016, the government of Dubai introduced the blockchain strategy. The Dubai Blockchain Strategy establishes a roadmap for the Blockchain technology's introduction for Dubai and the creation of an open platform to share technology with countries across the world. The Dubai Blockchain strategy is built on three basics: government efficiency, international leadership, and industry creation [41] .
3) HUMANITARIAN AID UTILIZATION OF BLOCKCHAIN
In 2017 the united nations (UN) world food program initiated a project known as humanitarian aid. It was introduced in the rural areas of Pakistan. Via the Blockchain, the beneficiaries received food, fund and all type of transactions are registered within a blockchain to assure the transparency and the security of the process [42] .
III. BLOCKCHAIN APPLICATIONS IN SMART GRID
Many researchers and industry leaders believe that the rise of the blockchain technology will theoretically adopt advanced development and smooth the shift towards the smart grid. Decentralized technologies have always been a basis for many smart grid technologies [43] . The integration of renewable energy sources, energy storage devices, and electric vehicles into the electrical grid has begun a broad research area on new control schemes to address these issues [44] . The different and desirable advantages of blockchain technology created considerable interest in exploring and adopting this technology in smart grids [15] . Blockchains applications in the smart grid could be divided through the different parts of the smart grid as follows [45] :
Power generation: Blockchain technology gives the dispatching agencies a full knowledge about the overall operation status of a power grid in a real-time perspective. This enables them to develop dispatching plans that would maximize profits. Power Transmission and Distribution: Blockchain systems enables the automation and control centers to have decentralized systems that overcome the main challenges seen in the traditional centralized systems. Power Consumptions: Similar to the generation and transmission sides, blockchain could be beneficial in this side by managing the energy trading between the prosumers and the different energy storage systems as well as the electric vehicles.
The following are the main categories where the blockchain applications are extensively studied and utilized in smart grids.
A. BLOCKCHAIN APPLICATIONS IN ENERGY TRADING
With the increase of microgrid and distributed generation, energy trading becomes a very hot topic for various researchers and industry leaders [46] . Blockchain played a very significant role in this area. The technology of blockchain was used to eradicate fraudulent behaviors as shown in [47] . The authors here proposed a blockchain based energy trading scheme that is secured and reliable to encourage long-term investments. In [48] , a proof of origin certificate is issued to provide a guarantee of the trading process in the energy market. This adoption of blockchain in the trading process in the energy market helps in reducing the time and effort required by removing the intermediaries from the market. Thus, with blockchain, Peer to Peer (P2P) energy trading becomes a very promising future process. In P2P trading systems, the blocks inside the chain record the units of the generated electrical energy which allows the owners and buyers to have the deals instantly and independently. This gives the users (owners and buyer) the freedom of preferences, choices, and prices instead of relying on an intermediate agent [49] . Kounelis et al. [50] , Hahn et al. [51] , demonstrate that the intermediary-free blockchain-based electrical energy trading is beneficial and is possible and beneficial to the buyers and owners alike. Optimization of energy resources in P2P trading has been introduced in [52] , where the authors the optimal power flow model is stored in the blockchain. In [53] , a platform is introduced that focuses on the anonymity and the privacy of the users. The advantage if this platform it that it provides the users the freedom to directly negotiate the process. Luo et al. [54] , blended the concept of blockchain with the Multi-Agent to form a two-layer based electricity trading system the first layer is based on Multi-agent system where the prosumers can negotiate the pricing issues. The second layer is the blockchain based layer which provides a secure and trusted platform to settle the transactions. In [55] , a very interesting laboratory-scale implementation is presented. This implementation relays on a blockchain platform for the sake of exchanging solar energy.
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B. BLOCKCHAIN APPLICATIONS IN ELECTRIC VEHICLES
Electric vehicles connection to the smart grids has been a very hot topic in the last few years as illustrated in [56] . The charging of the EVs is the primary concern when it comes to the connection with the smart grid as uncoordinated charging of these vehicles can put severe stress on the power grid [57] . Thus, several approaches are proposed to address this problem including the blockchain technology. Liu et al. [58] , Su et al. [59] proposed an adaptive EV integration scheme that is based on the blockchain technology. Using this scheme, EVs integration becomes smothers in terms of reducing power fluctuations and charging costs. Researchers in [60] advised integrating the EVs with the blockchain technology to enable the EVs to use the blockchain to discover a near charging station that would bid for the chance of the EVs charging. The integration of blockchain in the EV charging process ensures the best location and price for the EV users while assuring the security and the privacy of the whole system as well [61] .
C. BLOCKCHAIN APPLICATIONS IN MICROGRID OPERATIONS
Control of microgrid is becoming an important topic especially with the integration of the many distributed energy resources (DERs). The need for a demand-based control and optimized operation of the microgrid is the focus for the researchers nowadays [62] . Similarly, blockchain technology has been incorporated within this area for its possible advantages and profits. In [63] , a DERs scheduling mechanism is designed based on the blockchain technology. The utilization of blockchain here provides a trustworthy platform so that all DERs are trusted and secured. Though blockchains are getting substantial interest as a platform for distributed computation and data supervision, Münsing et al. [52] examine their utilization to simplify the distributed optimization and control of DERs in microgrids where decentralized optimal power flow (OPF) model for scheduling a mix of DERs is proposed. Demand side management based on blockchain technology is investigated in [64] . The proposed scheme here can reduce the Peak-to-Average ratio to benefit the electrical grid as well as smoothing the dips in the load profile caused by constraints of the supply. A new perspective is presented in [18] where decentralization of medium-voltage direct-current (MVDC) link control is implemented via Blockchain. This control strategy gives the grid operators shared responsibilities within the energy system.
D. BLOCKCHAIN APPLICATIONS IN CYBER-PHYSICAL SECURITY
The introduction of smart grid created many vulnerabilities where many parts of the cyber-physical smart grid can be manipulated or attacked. The impacts of these attacks are deeply investigated in [65] , where it can be concluded that cyber and physical attacks are deeply connected and shall be addressed as one entity. Gupta et al. [66] further detail the different aspects and background of the different cyberphysical security issues in the smart grid. Cyber-physical attacks vary in their type, form, and impact, such as 1) time synchronization attacks [67] , 2) GPS spoofing attacks [68] , and 3) Denial-of-Service (DOS) attacks [69] . A very important cyber-physical systems attack is the FDI attack where the attacker manipulates or injects false data either in the measurements or the control signals to alter the dynamics of the power grid [70] . This type of attacks could be very hazardous to the operation of the power grid as they are challenging to detect. Countermeasures against FDI attacks are classified in literature into protection-based schemes and detection-based schemes. Protection-based schemes basically rely on protecting the measurements of the power grid from being manipulated by increasing the redundancy of the power grid measurements [71] . The main drawbacks of the protection-based schemes are the unguaranteed effectiveness with the different operating conditions of the power grid and the extreme need for the measurement's redundancy [72] . Detection-based schemes utilize the Bayesian framework in detecting FDI attacks that would look like an anomaly among the set of measurements [73] . The main drawback of these schemes is the incapability of detecting FDI attacks that closely imitate the normal distribution of the measurements of the power grid which are also known as stealthy attacks [72] . Thus, several blockchain approaches have been investigated widely for increasing the grid immunity toward cyber-physical attacks. A general discussion on the different blockchain protection mechanisms is presented in [74] . Reference [75] presents an inclusive conversation on the blockchain technology adoption in enhancing the security, privacy, and robustness of the power grid, via utilizing the meters as nodes in a distributed network which encapsulates the meter's measurements as blocks in the chain. A blockchain based platform is utilized in [76] , the user can monitor how the electricity is used without the fear of any manipulation from either party. In [77] , smart contracts are utilized to improve smart grid cyber resiliency and secure transactive energy applications. This is extremely beneficial for energy trading applications as well. Kim [78] investigated the important perspective of utilizing blockchain technology in creating a trusted network for the operation of intelligent electric vehicles. Through his scheme, several cyber-attacks could be dealt with before severe consequences. From the different studies conducted in this area, it is noticed that the many distinct features of blockchain discussed in section 2.B are the basics for utilizing blockchain technology in protecting the smart grid.
IV. NEW FRAMEWORKS OF BLOCKCHAIN IN SMART GRIDS
The utilization of the blockchain in smart grids could offer various advantages to our current and future electrical power system. Most of the advantages to the electrical power system which are specifically linked to the characteristics and the working principles of the blockchain arise from the VOLUME 7, 2019 established decentralized trading infrastructure. The major advantages linked to characteristics and the working principles of the blockchain with respect to the electrical power system are the decentralization of trust, increased security, increased resilience, increased transparency, increased scalability, less bureaucracy, and increased computational capacity. From these advantages, several new frameworks of blockchain in smart grids could be adopted as illustrated next.
A. BLOCKCHAIN AS A CYBER LAYER
Blockchain could be easily integrated into the different parts of the smart grid by creating a cyber layer that is designed for the blockchain applications. Figure 4 illustrates how the blockchain technology could be a new cyber layer that supports the operation and the development of smart grids. It shows that every application in the smart grid could have its own specified blockchains such as energy trading and cyberphysical security blockchains. Energy trading blockchain shall be connected to the different energy traders in the grid such the power plants, consumers and prosumers. Electric vehicles blockchain facilitate the charging operations between the different stations and the prosumers. Microgrid blockchain handles the operations and the control of the microgrid with the various distributed generations in it. Finally, cyber-physical security blockchain shall be responsible for handling security and data protection issues in the smart grid. The integration of these different blockchains shall strengthen and smoothen the operation of the smart grid.
B. AGENT/AGGREGATOR BASED MICROGRID ARCHITECTURE
Through the adoption of an enhanced level of the blockchain, a decentralized computing platform is created in addition to the trading infrastructure. When all the peers who participate within the network devote a share of their computational capacity, the total available computational capacity is increased within the electrical power system. This is a critical aspect when it comes to the operation and control of the microgrids. Figure 5 illustrates a futuristic roadmap for the blockchain applications in microgrid operations. It illustrates that different components in the microgrids could have their own blockchains, such as smart metering aggregator, wind energy aggregator, and energy storage aggregator. These different chains shall provide the microgrids with a more flexible, reliable, and secure operation and control structure. Further, it increases the trust between the owners of these microgrids and the utilities as well. Moreover, the Blockchain increases the scalability of the electrical power system; hence if an extra customer would be connected to the microgrid there would be a negligible increase in complexity.
C. SMART GRID PROTECTION AND SECURITY
Blockchain offers increased security for the electrical power system. The applied cryptographic securitization combined with the consensus mechanism provides immutability of the data which has been incorporated in the Blockchain. Once an energy transaction/data has been included in the blockchain, it would be tough to alter this transaction for illegitimate purposes or to delete the transaction resulting in a very secure and robust system. The Blockchain also provides increased resiliency for the electrical power system. Since every peer in the network contains a copy of the ledger, there is an absence of a single point of failure compared to centralized data architectures which decrease the vulnerability for malicious attacks and therefore the electrical power system is more resilient. Besides, it increases the resilience of the electrical power system because the computational capacity is fragmented rather than concentrated in one giant computer. Figure 6 illustrates how different blockchains could be utilized in different smart grid layers for the sake of protecting the data. In this figure, every layer of the smart grid is handled by different blockchain aggregator. These blockchains shall have the protection means of the smart grid by providing a reliable and secure data storing platform. Furthermore, because there is no direct link between the identity within the Blockchain environment and the identity of the specific consumer/producer. Therefore, it will decrease the vulnerability against malicious attacks which increases the resilience of the electrical power system.
D. LIMITATIONS AND DRAWBACKS
Despite the marvelous attributes of blockchains, there are still many limitations that shall be considered in it such as:
More expensive: nodes want greater rewards for accomplishing Transactions in a business which work with the code of demand and supply. Smaller ledger: this could affect the security and the immutability of the blockchain, and all the data stored in it. Slower transactions: transactions could be slower than usual process even with the absence of third-parties. Transaction expenses and speed of network: the transactions charge of the blockchain technology is rather high after being advertised as 'nearly free' during the first few years. Also, the computing capability and the response speed of blockchain technology cannot meet the requirements of the high-frequency transaction and dispatch of smart grids. Error risk: this risk is always present if the human factor is engaged even though the blockchain is a highly secured technology. Wasteful: each node in the blockchain must validate the transactions made and maintain the consensus across the blockchain. This is wasteful since every node repeats the task to reach the consensus agreed upon.
V. READINESS OF BLOCKCHAIN TECHNOLOGY IN SMART GRID
Blockchain applications in the smart grid are still considered to be immature in the sense that more studies, real experiments, and industrial utilizations are yet to be conducted and realized. The following subsections provide a brief overview of the recent testbeds and industrial utilization of blockchains.
A. BLOCKCHAIN TESTBED IMPLEMENTATIONS
Even though many authors suggested the utilization of blockchain in smart grid, very few demonstrated either a simulation or an experimental testbed for the proposed methodology. This indicates a great need for experimental research work to be conducted in this field which would further investigate the suitability of blockchain to real-world problems. Table 3 illustrates several research papers and their validation approaches toward blockchain adoption in the different smart grid applications.
B. RECENT INDUSTRIAL APPLICATIONS: (COMPANIES ADOPTION OF BLOCKCHAIN IN POWER INDUSTRY)
Even though the blockchain technology is a hot topic for the electrical energy researchers, the industry has started the main lead in adopting and developing blockchain technology as shown in Table 3 . Several startups corporation, as well as established energy leaders, are tackling electrical energy sector problems via the blockchain technology. Table 4 (derived from [88] ) represents a summary of the most protuberant electrical energy corporations that are currently leading in utilizing the blockchain technology. As illustrated in Table 4 , there is a wide range of purposes and areas in the electrical energy sector where the blockchain technology is actively deployed. For instance, some corporations employ the blockchain technology for the P2P electrical energy trading with the aim of eliminating third-party intermediaries [89] , [90] . Other corporations make use of the blockchain to be more affordable and competitive energy retail intermediaries [91] , [92] . Other utilities employ the blockchain technology in different other objectives.
VI. CONCLUSION
Blockchain technology has gained considerable momentum mainly through the evolving industry of cryptocurrencies such as Bitcoin. The various and unique features of the blockchain technology has led many researchers and industries to invest broadly in it. Currently, the outlook on the blockchain as a technology is too optimistic, and the expectations of the value of the technology are too high, like the outlook and expectations of at the beginning of the internet. Like the different industrial sectors, power grids are starting a very impressive utilization of blockchain technology. This paper surveyed the recent applications and utilization of the blockchain in the smart grid sector from research and an industrial point of view. Furthermore, it illustrated the various advantages of the blockchain the electrical power system, as well as demonstrated a few new frameworks for the smart grid. However, to successfully implement the blockchain within the smart grid, significant challenges must be countered in the coming years.
